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Getting Started with Active Directory in BrDR

Topics Covered:
e Manage user permissions in SQL Server
e Manage users inside of BrDR
e Connect to BrDR using a Active Directory User

Manage user permissions in SQL Server

Individual User
First ensure that the latest versions of SSMS and SQL Server are installed. Please refer to our other guide covering

that topic if needed. Then start SSMS. On the Connect to Server window as shown below, the Server Name should

match the name of the desired computer or host server. Click Connect.

oF Connect to Server

SQL Server
Server type: Database Engine e
Server name: |‘.".|'INDD‘.".|'S'I 0-BASE "
Authentication: Windows Authentication -

WINDOWS10-B ASE \wboxuzar

Cancel Help Options ==
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Once the connection to the desired instance of SQL Server has been established, click the plus signs next to

Security and then next to Logins to see a list of logins.

Object Explorer = 0 x
Connect= ¥ ™ VI
Sl -3 WINDOWS10-BASE (SQL Server 15.0.2000 - WINDOWS10-BASE\wboxuser)

] Databases

Security

Logins
}u #2MS_PolicyEventProcessinglogin®s

22M5_PolicyTsglExecutionLogings
broduser

bridge

brr

brradmin

bremgr

brruser
BUILTINVAdministrators
BUILTIMUsers

NT AUTHORITY\SYSTEM

NT SERVICE\MSSCOLSERVER
NT SERVICE\SQLTELEMETRY
MNT SERVICENSCLWriter

NT SERVICEWWinmgmt

54
WINDOWS10-BASE\wboxuser
Server Roles

Ee Eo Ee Eo E» Ko Ko ii; ii; Ko Eo Eo Ko Eo Ee B0

E Credentials
£3] Audits
E2] Server Audit Specifications
= Server Objects
£2] Replication
£2] PolyBase
£3] Management
@ [#] XEvent Profiler
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Next find the desired Windows user. This should be the name of the local machine or domain followed by a
backslash followed by the windows username. Once found please double click on that login.
If the desired login is not found, you will need to add that login. To create a new login, right-click the Security

folder, point to New, and select Login.

Object Explorer > 1 X
Connect~ ¥ i ¢

] Databases

=] Security

@
—
o
)
=1
w

#2#MS_PolicyEventProcessingLoging®
#2#M5_PolicyTsglExecutionLogin®#
breluser

bridge

brr

brradmin

bremgr

brruser

BUILTINVAdministrators
BUILTIN\Users

NT AUTHORITY\SYSTEM

NT SERVICE\MSSQLSERVER

MNT SERVICE\SCQLTELEMETRY

MNT SERVICE\SCLWriter

MNT SERVICE\Winmgmt

53

WINDOWS10-BASE\wboxuser _

] Server Roles

Es Es Es Es Eo Ko Es i i Eo Eo Es Eo Es B Bo Be

[ Credentials
[+ Audits
53] Server Audit Specifications
=] Server Objects
[ Replication
=] PolyBase
=] Management
(i [%] XEvent Profiler

Next click the User Mapping page.
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B Login Properties - WINDOWS10-BASE\vboxuser

- O
Selecta page T Sert ~ @ Help
& General
& Server Roles
& User Mapping s Login name: |WINDOWS‘ID—B.&SE\vboxuser Search
& Securables
& Status
[] Specify old password
Connedh [] Map ta Credential
Server: Mapped Credentials Credertial 7
WINDOWS10-BASE
Connection:
WINDOWS10-BASE \whoxuser
¢ View connection properties
i < > Remove
Fleady Default database: master ~
Default language: English - us_snglish "
Cancel
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Next click the Map checkbox next to the desired Database. Also check the VIRTIS_USER_READ_ONLY_ROLE
checkbox. Note that it says the name of the intended database in the place of the green box. Repeat this process for
each desired database that the user should have access to. Then click OK.

B Login Properties - WINDOWS10-BASE\wboxuser - O *
pelpctapege LT Serpt = &) Help
& General
& Server Roles
» Users mapped to this login:
& Securables Map Database User Default Schema
& Status AASHTOWareBr75 WINDOWS10-BASEWb... dbo |
O AASHTOWareBrisi
[ AASHTOWareBr75is
O AASHTOWare Br75s
[0 master
[0  model
0 mads
O tempdo
£ >
Connection
Server:
WINDOWS10-BASE Database role membership fof AASHTOWareBr75
Connection: [ db_accessadmin
WINDOWS10-BASE wboxuser [ db_backupoperator
¢ View connection properies [[] db_datareader
[] db_datawriter
[] db_ddladmin
[] db_denydatareader
[[] db_denydatawriter
Progress [] db_owner
[] db_securtyadmin
Ready | public
VIRTIS_USER_READ_ONLY_ROLE

Once this action has been performed for each desired user and database to which access is required, exit SSMS and

continue to the Managing users inside of BrDR chapter of this guide.

User Group

Though this is not a comprehensive guide on the subject, it is also possible to create an active directory user group
and to control database access on a per group basis. This solution is like the above-covered process but using Active
Directory Groups instead of users. This can affect multiple users at once and allows a much more scalable solution

for access management.

From the Start Menu type in Computer Management and open the application. Expand System Tools and Local

Users and Groups in the Computer Management tree.
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A Computer Management
File Action View Help
e znE 6=

A Computer Management (Local)
v [[’j System Tools
@ Task Scheduler
2] Event Viewer
2| Shared Folders
~ & Local Users and Groups
1 Users
| Groups
(&) Performance
% Device Manager
v 23 Storage
w Disk Management

Services and Applications

MName

%Access Control Assistance Operators
@Administrators

%;Backup Operators
@Cr}rptographic Operators
@De\rice Owners

#&IDistributed COM Users

@E\rent Log Readers

%Guests

@Hyper-‘u’ Administrators

s UsRs

%;Network Configuration Operators
@Performance Log Users
%;Performance Monitor Users
@Power Users

%Remote Desktop Users
@Remote Management Users
%;Replicatur

%;System Managed Accounts Group
@Users

@HelpLibrar}rUpdaters
%;SQLSen.rerZODESQLBrowserUserSLOLMSTEAD-PC

Description

Members of this group can remot...
Administrators have complete an...

Backup Operators can override se..,
Members are authorized to perfor...
Members of this group can chang...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...
Members of this group have com...
Built-in group used by Internet Inf...
Members in this group can have s...
Members of this group may sche...

Members of this group can acces...

Power Users are included for back...
Members in this group are grante...
Members of this group can acces...
Supports file replication in a dom...
Members of this group are mana...

Users are prevented from making ...

Members in the group have there...

Actions

Groups
More Actions

Right click on the Groups folder select New Group... from the dropdown menu.

Mew Group

rd

Group name:

| BrdrManagersGroup

Description:

| BrOR Managers Division

Members:

A BrdrManager1
A BrdrManager?

Add... Remaove

Help

Create Close

Enter the name and description of the group in the fields shown.
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To add members to the group, click the Add... button and enter a username in the Enter the object names to select
(example): text box. Click check names to ensure that the information was entered correctly then click OK to

continue.

Select Users >

Select this object type:
|Users or Built4in security principals | Chiject Types. ..

From this location:
|LO LMSTEAD-PC | e

Enter the object names to select (2xamples):
LOLMSTEAD-PC \BrdrManager2 Check Mames

Advanced... Cancel

Click the Create button on the New Group window then click the Close button.

Next, open SSMS and expand the Security and Logins items in the tree. Right click on Logins then select New

Login from the dropdown menu.
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B Login - New — O >
— T 5o - @ s
& Server Roles
& User Mapping Login name: Search...
& Securables
& Status (® Windows authentication
(") 5QL Server authentication
(") Mapped to certificate
i) Mapped to asymmetric key
Co - ] Map to Credential e Add
nnection
Server: Mapped Credertials Credential Provider
LOLMSTEAD-PC
Connection:
Azure ADNLindseyOlmetead
ﬁ Wiew connection properties
Progress Remove
Ready Default database: master =
Default language: <default> -
Cancel

Click the Search... button next to Login name to open the Select User or Group window.
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Select User or Group x

Select this object type:
|Llser. Group, or Buitt-n security principal | Object Types. ..

From this location:
|LO LMSTEAD-PC | Locations. .

Enter the object name to select (examples):
LOLMSTEAD-PC BrdrManagersGroup | Check Mames

Advanced... QK Cancel

Enter the name of the group name in the Enter the object name to select (examples) text box then click the OK

button.

If the group does not appear during the search, click the Object Types... button and ensure that the Groups box is
checked.

| Select the types of objects you want to find.

Object types:

E Cther objects

EE Built4in security principals
EEGmups

E\, Users

QK Cancel

Next, select User Mapping and map the group to the appropriate database as was described in the previous section.

Before a group member can login to BrDR, a user account must be created for each group member inside of BrDR

as described in the next section.
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Managing users inside of BrDR

Once logged into BrDR using an existing administrator user, click the VIEW tab in the ribbon then click the

Configuration button to open the configuration window.

m AASHTOWare Bridge Design and Rating
BRIDGE EXPLORER BRIDGE FOLDER RATE TOOLS VIEW
A 3 select Al =A US Customary 208
- Iz d| Wi
Refresh Sort  Select Library | Configuration
By~ Columns

Bridge Explorer View

W Favarites Folder BID Bridge ID Bridge Name District
(g :i:;r.\;Erldges b 1| TrainingBridge1 Training Bridge 1(LRFD) Unkriow|
e TngT:tes 2 TrainingBridge2 Training Bridge 2({LRFD) Unknaw
] De\etederidges 3 TrainingBridge3 Training Bridge 3(LRFD) Unknow|
4 PClTrainingBridge PCI TrainingBridge 1{LFR)
5 PO TraininaRridoe? PCITraininaRridos? (| REOY

Next click the New User button as shown below.

e | CONFIGURATION

BRIDGE EXPLORER CONFIGURATION

2 %

Mew Close
User
Manage
. ﬁ sers r User ID
L All Users
- s Administrators BrOUszer
- Design Engineers Bridge
8 Managers
M potinn Ennimaarr BrR

Next fill in the information below in the fields shown in the red box. Note that the Username shown in the UserID
field must exactly match the windows username (including the computer/domain name). Assign the new user to the
appropriate group. For this tutorial we are using the Administrators group. The First Name and Last Name fields
are required. The User is Active checkbox must also be checked for the user to have access.
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User: New User X

User is active

. ) Member of Mot a member of
User ID: DomainMame/Username Phane 1:
First name: FristName Phone 2: Design Engineers
Last name: LastName Fax: Managers
Prefix: Rating Engineers
3 €
Address:
Suffix: Routing Engineers
Title: City:
State:
Organization:
Zip
Email 1:
Email 2:

To add the user as a member of the Administrators group, highlight the Administrators group name on the right-
hand side. Then click the << button shown in the below image in a red box. If this step is missed and the rest of the
guide is carried out completely, it could result in a user that is able to login to BrDR but upon logging in has no

access privileges and cannot view any bridges. Existing users group membership can be altered by logging back in

as an existing administrator user and altering the new user(s) Membership.

Member of Mot @ member of

l Administrators

Design Enginears

Managers
€<

Rating Engineers

B Routing Engineers

Save Close

Then click Save.

Please note, if the Groups feature is being used, a BrDR user account must be created for each member of the group.
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Connect to BrDR using a Active Directory User

Connecting to SQL Server

From the Connect window, please click the ellipse shown in the red box.

E Connect X

wsHTome Bridge Design & Rating
Bridge Version 7.5.0.3001
Build date Oct 30 2023

Deeesign & Hatig

Userpame bridge

Password

Connect to  AASHTOWareBr75

OK Cancel Help License

From the Manage Connections window, start by clicking the New button shown below.

[l Manage Connections - [m] *
Connection details

AASHTOWareBr75 Profile name: AASHTOWareBr75

AASHTOWareBr75s Connection type: Micr
SQL Server connection details
Host address: localhost
Database; AASHTOWareBr75 ~ Refresh
Windows Authentication

SQL Encrypt

New Delete

oK Cancel Test connection

Change the Profile Name to something appropriate. Select the appropriate Connection Type and ensure that the

Windows Authentication checkbox is checked as shown below.
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B Manage Connections - [m] *

Connection details

AASHTOWareBr75 Profile name: ActiveDirectoryProfileName
AASHTOWareBr75s Connection type: Microsoft SQL Server ~
ActiveDirectoryProfileName SQL Server connection details

Host address:

Database: v Refresh

B Windows Authentication

SQL Encrypt

New Delete

QK Cancel Test connection

Next please enter the appropriate host address into the Host address textbox and click the refresh button.

[l Manage Connections - [m] *

Connection details

AASHTOWareBr75 Profile name: ActiveDirectoryProfileName
AASHTOWareBr75s Connection type: Microsoft SQL Server .
ActiveDirectoryProfileName SQL Server connection details

Host address: localhost

Database: ~ | Refresh |

a Windows Authentication
SQL Encrypt

New Delete

QK Cancel Test connection
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This will refresh and open the Database dropdown menu. Select the desired database.

[ Manage Connections - [m] *
Connection details
AASHTOWareBr75 Profile name: ActiveDirectoryProfileName
AASHTOWareBr75s Connection type: Microsoft SOL Servey
ActiveDirectoryProfileName SQL Server connection details
Host address: localhost
Database: Refresh
master
tempdb
model
msdb
AASHTOWareBr7 5 #—-
AASHTOWareBr7 5s
AASHTOWareBr75i
AASHTOWareBr7 Sis
New Delete
OK Cancel Test connection
Click OK.
[ Manage Connections = m] *
Connection details
AASHTOWareBr75 Profile name: ActiveDirectoryProfileName
AASHTOWareBr75s Connection type: Microsoft SQL Serves
ActiveDirectoryProfileName SQL Server connection details
Haest address: localhost
Database: AASHTOWareBri5 Refresh
B Windows Authentication
SQL Encrypt
New Delete

Now from the Connect screen select the Profile name entered previously in the Connect to select menu. Note the
windows user following the name of the computer/domain name. This Username must exactly match the User 1D
entered in the Managing users inside of BrDR portion of this guide as well as the Manage SQL Server User
Permissions portion of this guide. If any of those values do not match, BrDR will fail to launch. If that happens,
please refer to those portions of this guide. Finally, note that both the username and password are greyed out and the
password field should appear to be blank, this is expected behavior since these fields are being managed

automatically for the user via the integration with Active Directory. Click OK to connect to BrDR.
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Ol connect

Bridge Design & Rating
Version 7.5.0.3001

Username

Paszword

Connect to  ActiveDirectoryProfileMame

OK Cancel Help License
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Connecting to BrDR using Azure Active Directory

A user can also connect to BrDR using Azure Active Directory.
If the user is currently logging in using Active Directory, selecting the Windows Authentication option in the
Manage Connections window will automatically populate the Username field with the current user’s Active

Directory login information.

Configuration of Azure Active Directory is beyond the scope of this tutorial.

B Connect >

Bridge Design & Rating
Version 7.5.0.3001
Build date Oct 30 2023

This license expires in 26 days.

Username
Password
Connect to  AASHTOWareBr75s_Activelirectory b
CK Cancel Help License
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